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Abstract:

Knowledge is an awareness of patterns and trends that facilitate decision-making within different
organizations and support their competitiveness. Therefore, the importance of protecting this knowledge and
its timely transfer between agencies is very important for all bodies and organizations. On the other hand, in
the field of health care, there is a need to select an emerging technology that helps secure the knowledge and
information that is extracted from the data that patients circulate through the Internet of Things. Being
vulnerable to intrusions, cyber attacks, as well as data mining attacks, as well as the need to fully maintain the
confidentiality of information and patients' security and privacy. So, The study aimed to investigate the role of
emerging technologies in securing knowledge extracted from the Internet of Things operating in the hospital
environment through: 1. Recognizing the knowledge extracted through advanced devices used for the Internet
of Things in the hospital environment, 2. Recognizing knowledge protection techniques through emerging
technologies for knowledge security learned in the hospital environment, 3. Identify security threats that may
face the transfer of knowledge between edges of a decentralized smart network in different systems in the
hospital environment, and investigate countermeasures that can protect valuable knowledge that is transferred
between devices, 4 Developing a proposed model and verifying its effectiveness in securing the knowledge
extracted from the Internet of Things in the hospital environment using emerging technologies. To achieve
these goals, the study used the documentary approach to review and study the intellectual production
specialized in the field of study, and a multi case study to identify some international models and practices in
the field of study and come up with indicators and trends that serve the purposes of the study. On an applied
model, the focus group method was used to present the proposed model to give it credibility. The study
population consisted of all workers in the National Guard hospitals in the Kingdom of Saudi Arabia, and a
random sample of (56) respondents was chosen. When the questionnaire was used as a tool for collecting data
from the study sample. The study concluded several results, most notably: that the knowledge gained through
advanced devices used for the Internet of Things in the hospital environment came to a large degree, and the
knowledge protection techniques through emerging technologies to secure the knowledge extracted in the
hospital environment came to a large degree, and the various security threats that may The knowledge transfer
between the edges of the decentralized smart network is faced in different systems in the hospital environment,
and the countermeasures that can protect the valuable knowledge that is transferred between devices came to
a large degree, and finally the model that supports the security of knowledge extracted using the blockchain
dedicated to the Internet of Things in the hospital environment came to a degree big. On the other hand, the
study presented a proposed model for the security of knowledge extracted from the Internet of Things in the
hospital environment using emerging technologies after presenting it to the focus group. In the light of the
results of the study and the application of the proposed model, in which a group of scientists and experts
specialized in the field of information science and technology and cybersecurity from various universities and
institutions participated, it recommends the need to follow the methodology of the National Institute of
Standards and Technology and the guidance of cyber threat intelligence to protect the process of knowledge
transfer in the hospital environment and openness to global experiences and distinguished expertise regarding
knowledge extraction and transfer techniques in the medical sector, as well as protecting the hospital
environment from threats cyber. And the need for hospitals to benefit from the proposed model presented by
the study.
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